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Inthe
UNITED STATESDISTRICT COURT
for the SOUTHERN DISTRICT OF INDIANA,
INDIANAPOLISDIVISION

MELISSA A. GREGORY, )
)
Plaintiff, )
)
VS, ) CAUSE NO. |P 00-545-C-H/F
)
BANK ONE, INDIANA, N. A., )
)
Defendant. )
ENTRY AND ORDER

on Defendant’s M otion for Order Compelling Bank Oneto Produce Certain Information
Under Seal etc. and Motion for Leaveto File Additional Affirmative Defenses
Under Seal (doc. no. 35).
On March 25, 2002, the defendant, Bank One, Indiana, N. A., filed the above-entitled motion.

It asked the Court to order it to submit under sed any information which it might have reported
pursuant to 31 U. S. C. §5318(g)(2) and 12 C. F. R. 8 21.11 for an in camera review and, if the
Court determined that such information is material to Bank One's defense in this case, to order Bank
Oneto file any additiond affirmative defenses under sed and to serve the plaintiff with the additiona
affirmative defenses. The Court granted the first part of Bank One' s request and ordered it to submit
under sed any information that it might have reported pursuant to 31 U. S. C. § 5318(g)(2) and 12 C.
F.R. 821.11. Order of March 26, 2002 (doc. no. 36). Bank One filed “confidential documents’ in
response. (Doc. no. 37). This Entry and Order addresses Bank One's second request: to determine

whether the information submitted “is materid to Bank One€ s defense in thiscasg’ and, if so, to then

order thefiling of additiond affirmative defenses under sed and to serve the plaintiff with the affirmative



defenses.

Section 5318(g) of the Annunzio-Wyle Anti-Money Laundering Act (“Act”),31U.S.C. 8§
5318(g) requires financid inditutions to report “any suspicious transaction relevant to apossble
violation of law or regulation.” 31 U. S. C. § 5218(g)(1). The United States Department of the
Treasury promulgated implementing regulations, 12 C. F. R. § 21.11 (“Rul€’), which requires nationa
banksto file a uniform Suspicious Activity Report (“SAR”) with the Financid Crimes Enforcement
Network of the Department of the Treasury in four circumstances, 12 C. F. R. 8§ 21.11(c). Asrelevant
to this case, nationa banks are required to file a SAR “[w]henever the national bank detects any known
or suspected Federa crimind violation . . . committed or attempted againgt the bank or involving a
transaction . . . conducted through the bank, where the bank believes that it was either an actua or
potentia victim of acrimind violaion . . . or that the bank was used to facilitate a crimind transaction,
and the bank has a substantid basis for identifying one of its. . . employees. . . as having committed or
aded in the commisson of acrimind act, regardiess of the amount involved in theviolation.” 12 C. F.
R. §21.11(c)(1). Theregulatory history suggests that, athough this section requires reporting only to
federd authorities, it isintended to require the reporting of violations of Sate law and regulations as well

asfederal. 61 F. R. 4332, 4334.

1 “With respect to the suggestion that the OCC [Office of the Comptroller of the Currency]
adopt a dollar threshold for insider violations, the OCC notes that insder abuse has long been akey
concern and focus of enforcement efforts at the OCC. With the development of a new sophigticated
and automated database, the OCC and law enforcement agencies will have the benefit of a
comprehensve and easily accessible catadogue of known or suspected insider wrongdoing. When
indders are involved, even small-scae offenses — for example, repetitive thefts of smal amounts of
cash by an employee who frequently moves between banking organizations — may undermine the
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The Act authorizes the Secretary to require financid ingtitutions to report suspicious activity but
without specifying whether the reports are to be made to state and local as well as federd authorities.
The Rule requires SARs to be filed only with federd authorities as well, but it dso Sates that “[n]ationa
banks are encouraged to file a copy of the SAR with state and locd law enforcement agencies where
appropriate.” 21 C. F. R. §21.11(e). The Rule aso requires banks to “immediately notify, by
telephone” an appropriate Sate or law enforcement authority “in Stuaions involving violaions requiring

immediate attention.” 21 C. F. R. § 21.11(d); 61 F. R. at 4335

The Act mandates that afinancid inditution that files arequired report of asuspicious
transaction pursuant to the Act or any other authority or that voluntarily reports a suspicious transaction
“may not notify any person involved in the transaction that the transaction has been reported.” 31 U. S.
C. §5218(g)(2). TheRuleisnarrower than the Act in its application but broader in its prohibition. It
requires confidentiaity only of SARs and their contents, not of other reports of suspicious activity, but it
forbids dl disclosures of SARS, not just disclosures to involved persons:

Any national bank or person subpoenaed or otherwise requested to disclose a SAR or

the information contained in a SAR shall decline to produce the SAR or to provide any

information that would disclose that a SAR has been prepared or filed, citing this
section, gpplicablelaw (e.g., 31 U.S.C. 5318(g)), or both, and shal notify the OCC.

integrity of banking ingtitutions and warrant enforcement action or crimina prosecution. Therefore, the
OCC does not wish to limit the information it recelves regarding insder wrongdoing.”

2 “Section 21.11(d) al'so requires a bank to notify law enforcement authorities immediately in
the event of an on-going violation. . . . It isnot feasible, however, for the OCC to contemplate dl of the
circumstances in which it might be appropriate for afinancid inditution immediatdy to advise sate and
local law enforcement authorities. Nationa banks should use their best judgment regarding when to
dert these authorities regarding on-going crimina offenses or suspicious activities that involve money
laundering or violate the BSA.” 61 F. R. 4332, 4335.
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12 C. F. R. 8 21.11(k). The Rule has been found to be consstent with the statute. See, e.g., Welil v.
Long Idand Savings Bank, No. CV-94-1292 (TCP) (WDW), Order,  F.Supp.2d __, 2001
WL 1837433, *4-5 (E.D. N.Y ., Aug. 22, 2001) (“‘since the production of SARs by abank in
response to a subpoena would invariably increase the likelihood that the “person involved in the
transaction” would discover or be naotified that the SARs had beenfiled, . . . the regulation is consstent
and in harmony with the statute.’”). The Act and the Rule thus creste an unquadified discovery and
evidentiary privilege that cannot be waived by the reporting financid inditution. Lee v. Bankers Trust
Co., 166 F.3d 540, 544 (2nd Cir. 1999); Weil, 2001 WL &t 6; 61 F. R. at 4336. The Rul€'s
requirement of confidentidity applies only to the SARs themselves and the information contained
therein, but not to their supporting documentation. 61 F. R. at 4336. The purpose for requiring
notification to the Office of the Comptroller of the Currency of requests for SARs is to permit the O. C.

C. tointervenein thelitigation if gppropriate. 1d..

Inits mogt far-reaching provision, the Act provides a*“safe harbor” for financid inditutions that
report suspicious activity, immunizing them from al legd liability under federd, sate, and locd law,

excepting only liability under the United States Condtitution. 31 U. S. C. §5318(g)(3)%; 12C. F.R. §

3« Any financid indtitution that makes a disclosure of any possible violaion of law or regulaion
or adisclosure pursuant to this subsection or any other authority, and any director, officer, employee,
or agent of such inditution, shal not be liable to any person under any law or regulation of the United
States or any condtitution, law, or regulation of any State or politica subdivison thereof, for such
disclosure or for any failure to notify the person involved in the transaction or any other person or such
disclosure.”
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21.11(I)*. The immunity applies whether the financid indtitution makes a required or volunteered report,
12 C.F. R. § 21.11(l); 61 F. R. at 4336°; whether the report is made to federd, state, or local
authorities, 61 F. R. at 4336; whether the reported activity eventually turns out to be legd or illegd,
Lopez v. First Union National Bank of Florida, 129 F.3d 1186, 1192 (11th Cir. 1997) (*Asthe use
of the adjective ‘possible [in 31 U. S. C. § 5318(g)(3)] indicates, afinancia inditution’s disclosure is
protected even if it ultimately turns out there was no violation of law”); and whether the report is made

with or without a good faith investigation, Lee, 166 F.3d at 544°.

Bank One contends that the Act and the Rule force it into adilemmain thiscase: it might want
to plead the Act’s “safe harbor” as an affirmative defense’ but “to the extent Bank One reported any
transaction pursuant to this federd law, it is prohibited from disclosing thisinformation, absent a Court
order requiring Bank Oneto do s0.” (Mation, 14). It sought the advice of the O. C. C. and the O. C.

C. gpparently instructed Bank One to follow the present course: ask the Court to order Bank Oneto

4 “The safe harbor provision of 31 U.S.C. 5318(g) . . . coversal reports of suspected or
known crimind violations and suspicious activities to law enforcement and financid ingtitution
supervisory authorities, including supporting documentation, regardless of whether such reports are
required to be filed pursuant to this section or are filed on avoluntary basis.”

> “The Agencies are of the opinion that the broad safe harbor protection of 31 U.S.C.
5318(g)(3) includes any reporting of known or suspected crimina offenses or suspicious activities with
date and local law enforcement authorities or with the Agencies and FinCEN, regardless of whether
such reports are filed pursuant to the mandatory requirements of the OCC' s regulations or are filed on
avoluntary bass”

® Contra, Lopez, 129 F.3d at 1192-93.

" Because Bank One's argument is based solely on the Act and the Rule, we presume that it
anticipates asserting a“ safe harbor” affirmative defense under the Act. At any rate, it suggested no
other affirmative defense to which information privileged under the Act or Rule might be relevant.
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submit any non-disclosable information to the Court under sedl; the Court reviews the information to
seif it isrdevant to asafe harbor defense; if so, the Court orders Bank Oneto file its safe harbor

affirmative defense under sed and to serve the same on the plantiff. (1d., 15, 6).

Bank One and the O. C. C. mistakenly assume (or hope) that the Court may order a disclosure
under the Act. Thereisno provison in the Act or the Rule dlowing a court-order exception to the
unqudified privilege. See, Lee, 166 F.3d at 544 (“even in asuit for damages based on disclosures
dlegedly madein an SAR, afinancid inditution cannot reved what disclosuresit madein an SAR, or
even whether it filed an SAR at dl”). Thus, the Court is not authorized to order or to permit Bank One
to make any disclosure, seded or unsedled, of any information which is privileged under the Act or the
Rule, whether in the form of acopy of an SAR or other report submitted in support of an affirmative
defense or in the form of a description of privileged information in the pleading of an affirmative defense.
Quite the opposite: under the clear, unambiguous terms of the Act and the Rule, courts have an
obligation to prevent disclosures of privileged information.2. Therefore, Bank One' s request to file
additiond affirmative defenses under sed — presumably because those defenses will disclose privileged
information — and to serve the same on Mrs. Gregory must be denied. Moreover, we conclude that
the Court’ s order which alowed Bank One to submit potentidly privileged information under sedl for

an in camera review was improvidently granted. By separate order, the Order of March 26, 2002

8 To the extent that Bank One's sealed submission and any possible affirmative defenses
pleading include information tending to disclose that an SAR was filed and the contents thereof, their
excluson is mandated both by the Rule and the Act. To the extent that they contain information tending
to disclose any other non-SAR report of possible crimind violations, their excluson would be required
by the Act done.
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(doc. no. 36) shall be vacated and Bank On€e's submission in compliance therewith, viz,, its
“Confidentiad Documents, to be Viewed Only by the Judge of this Court or Pursuant to the Order of
This Court” filed April 22, 2002 (doc. no. 37), shdl be removed from the file and returned to Bank

One.

This does not place Bank Onein adilemma or prevent its assertion of “safe harbor” immunity
under 31 U. S. C. § 5318(g)(3). Bank One can assart the immunity without disclosing whether a
report wasin fact made: dl that isrequired isto assert the immunity in response to any clam by the

plaintiff for damages dlegedly caused by report or disclosure which isimmunized under the Act.

The plaintiff, Melissa Gregory, dleges that Bank One fdsdy and negligently accused her of
gtealing funds when she was working as ateler at Bank One's Mooresville's branch.® The following
summary of Mrs. Gregory's dlegations are taken from her Amended Complaint and Demand for Jury
Trid (“Complaint”) (doc. no. 27). On March 4, 1998, the branch’s head teller first informed Mrs.
Gregory that the Bank bdlieved that $3,000 was missng from her teller drawer in connection with a
customer’ s transaction she handled on February 28, 1998. Complaint, 1 2-5. Over the next few
weeks, audits of her teller drawer were performed and the matter was investigated by branch officers
and the bank’ s security department; Mrs. Gregory was repeatedly questioned about the missing funds
and she was accused of theft by bank personnd. 1d., 1 5-8. On or about March 11, 1998, Mrs.

Gregory was moved to another podition at the branch that did not involve handling money, id., 7, and

° The branch and the actors involved were actudly affiliated with NBD bank before its
acquigtion by Bank One.
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in April shewas transferred out of the branch to the bank’ s Telephone Banking Center because of the
dlegaions of theft, id., 19. In May, Mrs. Gregory was placed on unpaid leave from the Telephone
Banking Center due to the alegations of theft. 1d., 1 10. The Center’s supervisor promised Mrs.
Gregory that she would be reingtated when and if she was cleared of wrongdoing. Id., 11. In March
or April, the bank made a felony theft report to the Mooresville Police Department dleging that Mrs.
Gregory stole $3,000 from her teller drawer on February 28, 1998. 1d., §12. The Mooresville Police
Department investigated the charges and interrogated Mrs. Gregory over the next few months. Id.,
13. On or about July 31, afdony warrant was sought for Mrs. Gregory’sarrest, id., 1 14, and she
was arrested, booked, and released on bail, id., 115. Mrs. Gregory’ s arrest, felony charge, “and the
accusations of [her] employer were made public record” in Mooresville, Mrs. Gregory’ s hometown.
Id., 116. On August 11, 1999, the State of Indiana dropped its charge against Mrs. Gregory in a
motion to dismiss, id., 1 23, and the bank ceased efforts to obtain restitution from her since then and

has not brought a civil action againg her, id., § 24.

Mrs. Gregory asserts three causes of action. First she claims dander and defamation of
character. She dlegesthat “defendant NBD Bank [sic], by its employees, communicated and
broadcast fase dlegations of crimind wrongdoing both verbaly and in written for [sic] to other
individuals and the generd public.” Complaint, 26. The communications were false and defamatory
and the bank’ s dlegations of theft could have been easily discovered as fase by areasonable review of

readily-available documents. 1d., 127 and 28.

Second, Mrs. Gregory clamsthat Bank Oneis ligble for negligent hiring, training, supervison,
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and retention of management-level employees of the bank who (1) falled to discover the falsty of the
accusations of theft by Mrs. Gregory, and (2) “were permitted to disseminate to the public accusations
againg an employee that could have ben found to be false with minima study of availablerecords. . . .

Complaint, 1 31-34.

Third, Mrs. Gregory clams that Bank One breached the contract that was formed when the
supervisor of the Telephone Banking Center promised Mrs. Gregory that she would be reinstated once
she was cleared of wrongdoing and she, in reliance on the promise, sought only short-term

employment. Complaint, Y 35-39. The bank has since terminated her from employment. Id., 41.

Mrs. Gregory clamsthat Bank One's conduct caused her to suffer variousinjuries: loss of her
job, loss of subsequent employment, incurrence of crimina defense expenses and fees, absence from
work to atend crimind proceedings, and physica and emotiond distress and humiliation. Her clams
implicate the Act’s safe harbor immunity to the extent that she dleges that her injuries were caused by
Bank One reporting the alleged theft to local, state, or federa authorities® Allegationstha her injuries
resulted from other conduct of the bank, including publication of its accusations of theft against Mrs.
Gregory to the generd public and terminating her employment, would not implicate the immunity.
Careful parang of the Complaint and perhaps further clarification of her clams and dlegations through

discovery isrequired. For example, Mrs. Gregory’ s direct alegation that the bank reported the theft to

10 Digpositive constructions of the pleadings and rulings on claims and defenses are reserved to
the digtrict judge. Thisdiscusson of the plaintiff’s clamsis solely for the purpose of deciding the
present non-digpogitive motion.
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the Mooresville Police Department™* obvioudy implicates the Act’simmunity. However, her dlegation
that the bank “communicated and broadcast false dlegations of crimina wrongdoing . . . to other
individuas and the generd public’, Complaint, 1 26, islessclear. To the extent that she meansthat her
injuries were caused by the bank’ s danderous and libelous reports of theft to officid authorities, rather

than to the public, the safe harbor immunity would appear to be implicated.’? Later, Mrs. Gregory

11 “Tha during March or April 1998 defendant’s employee Duane L. Beadey made afdony
theft report to the Mooresville (Indiana) Police Department dleging that Mrs. Gregory had stolen three
thousand dollars ($3,000.00) form her teller drawer on February 28, 1998;”. Complaint, 1 12.

12 Smilarly, whether the safe harbor immunity isimplicated by Mrs. Gregory’ s dlegation that
her “arrest, felony crimina charge and the accusations of defendant’ s[sic] employer were made public
record in Mrs. Gregory’s hometown”, Complaint, 1 16, depends on the extent to which she means that
the bank itsdf published its accusations to the community and the extent to which she means thet the
facts surrounding her arrest became known as aresult of the officid report the bank made.

Although not part of her pleading, Mrs. Gregory’s “Plaintiff’s Request on Damages and
Evidence in Support” further illuminates her alegations and indicates that she contends that she suffered
injuries caused by Bank One reporting the suspected theft to law enforcement authorities:

In this case defendant bank, after finding what it believed to be a shortage in Mrs.
Gregory’stdler drawer, made fa se accusations againgt her and communicated these
false accusations to law enforcement authorities. These law enforcement authorities —
the Mooresville, Indiana Police Department and the Morgan County, Indiana
Prosecuting Attorney’ s Office — did not have the specific knowledge of the banking
industry and banking practices necessary to thoroughly investigate the dlegation against
the defendant. They therefore rlied wholly upon the representation made by defendant
bank. Defendant bank, however, had apparently done little or no investigation into the
aleged disappearance of funds. The end result was Mrs. Gregory’s dismissa and
crimind prosecution for acrime that had never occurred.

Melissa Gregory was wrongfully disgraced, embarrassed and publicly
humiliated in her smdl hometown. Shewas publicly labeled athief and left unemployed
due to the failure of defendant bank to review its own readily available documents.

Mrs. Gregory spent over one year of her life as an aleged felon as aresult of defendant
bank’ s misconduct in communicating libelous statements to law enforcement officids.
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clearly dlegesthat “employees of defendant were permitted to disseminate to the public accusations
againg an employee that could have been found to be fase with minima study of available records’.
Id., 34. To the extent, therefore, that she complains that Bank One dandered and libeled her directly

to the public, and not to law enforcement authorities, 8 5318(g)(3)’ s immunity would not be implicated.

The Complaint, therefore, presents opportunities for Bank One to assert a 8§ 5318(g)(3)
immunity defense againgt any claims for damages dlegedly caused by Bank One reporting Mrs.
Gregory’ s suspected theft to law enforcement without Bank One having to prove or assert that any
report was actudly made and without filing affirmative defenses under sedl. On the other hand, the
Complaint aso asserts claims for damages from other causes, such as Bank One' s termination of her
employment and its breach of agreement to reingtate her, which 8§ 5318(g)(3) immunity would not

cover.B®

Bank One s motion for leave to file additiona affirmative defenses under sed isdenied. The
Order (doc. no. 36) granting Bank One' s motion for an order compelling it to submit certain
information under seal has been reconsidered, will be vacated, and the seded information will be

removed from the file and returned to Bank One.

(Plaintiff’s Request on Damages and Evidence in Support (doc. no. 13), p. [3]). Nowhere does Mrs.
Gregory dlege that shewas injured by an SAR or any other report filed by Bank One with federa
authorities.

13 We encourage Bank One to seek further specification of Mrs. Gregory’s claims and
adlegations through detailed contentions discovery in order to permit it to effectively and efficiently assert
any 8 5318(g)(3) defenses.
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DONE this day of May, 2002.

KENNARD P. FOSTER, Magistrate Judge.
Didribution;

N. Sean Harshey

Attorney a Law

156 East Market Street, 10th Floor
Indiangpolis, Indiana 46204

Elizabeth G. Rus=|

Krieg DeVault, L.L.P.

One Indiana Square

Suite 2800

Indianapolis, Indiana 46204-2017
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